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Abstract: 

The paper proposed a new steganography embedding and extraction system that us es a text message and encrypted it using 

vernam cipher then it will load cover image and then this encrypted text to be inserted in cover image using LSB method. Now 

this cover image in which text is loaded will now be pixel based scrambled . On the other hand for second image it will find the 

edges of that image using BFO i.e. bacterial fo raging algorithm. Then it will embed the cover image which is pixel based shuf fled 

on the edges of second image and hence we will get the embedded image . The noiselessness of the image steganography 

embedding and extracted is assessed by using peak signal-to-noise ratio (PSNR). 
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I. INTRO DUCTION 

Digital watermarking is a strategy which installs extra data 

called advanced mark or watermark into the advanced 

substance keeping in mind the end goal to secure it. A 

watermark is a shrouded sign added to images that can be 

distinguished or removed later to make some insistence about 

the host image [1]. Steganography can be joined from 

numerous perspectives to digital media. One strategy for 

applying steganography is covering information with in 

images, for instance, a photographs or drawings. A run of the 

mill technique for hiding informat ion in a photo is to store 

informat ion bits within the smallest basic bits (or some other 

block) o f the pixels including the photo. Steganography can be 

used to cover informat ion within plain substance records, 

sound, element, and data transmission too. The security of 

Classical stenographic structures depend on after keeping the 

encoding system riddle, while front line steganography tries to 

be intangible unless secret information is known, to be 

particular, a puzzle key. As a consequence of their prominent 

nature, stenographic structures leave recognizable takes after 

within a medium's properties [2].  The steganography image is 

made by supplanting the picked overabundance bits with the 

puzzle message bits. One way to deal with keep the 

acknowledgment of stenographic substance is to lessen the 

measure of the disguised message. But such approach reduces 

the likelihood of disclosure, it is moreover realizes lessened 

hiding limit . DWT is exceptionally valuable to decide regions 

in the first image where a watermark can be vaguely 

embedded due to its incredible spatial - recurrence limitation 

properties. In this way, it is generally utilized for 

watermarking [3]. DWT is ext remely valuable to decide 

ranges in the first image where a watermark can be subtly 

embedded on account of its incredible spatial-recurrence 

confinement properties. Along these lines, it is generally 

utilized for watermarking[6].When DWT is connected to an 

image, it isolates the image into four d istinct segments: 

Approximation image segment (LL), flat detail part (HL), 

vertical point of interest segment (LH) and askew detail 

Segment (HH).This procedure of disintegration can be 

rehashed to process mult i-level decomposition[1-3].  To 

secure the media content distinctive headways are used e.g. 

Cryptography, steganography and watermarking. 

Cryptographic strategies are used to change the 

noteworthiness of the records. The methodology of the 

Internet and the wide openness of PCs and printers make 

digital data exchange and transmission a clear task. Then  

again, making advanced data open to others through 

frameworks in like manner makes open doors for harmful 

social events to make attractive copies of copyrighted 

substance without assent of the substance proprietor. 

Steganography systems are used to conceal the vicinity of the 

basic substance. Watermarking arrangements are used for 

security and in addition validation of blended media content. 

This is a time of creative correspondence and current 

headways. With the progression of advanced and hand-held 

contraptions it is definitely not hard to make the digital 

substance. Sight and sound substance e.g. feature, voice, and 

images are also saved in digital structure. These substances 

are shared over online open gathering destinations for diverse 

purposes with the objective of copyright protection and 

endorsement. To secure the media content distinctive systems 

are used e.g. cryptography, steganography, and watermarking.  

 

 To realize the steganography development through 

water marking's introducing and removing sys tems. 

 To improve the security through image encryption. 

 Encrypting a message to make complete security. 

 For discovering conceivable way to improve the 

image steganography encryption innovation. 

 

Objectives of the paper: 

 Authentication is finished by finding the tempered 

territories and reclamat ion is performed by associated 

watermark on the tempered district of watermarked photo. 

 Compare the two watermarks (determined and 

extricated). If two qualit ies match, genuineness is 

safeguarded. Generally the leg itimacy is suspected. 

 We encode the first watermark by LSB, and relate 

the second watermark with unique photo. The principal 

watermark inserting is done in the first photos by our altered 

BFO algorithm. 

 

 

Research Article                                                                                                                             Volume 6 Issue No. 8 



International Journal of Engineering Science  and Computing, August 2016           2913                                                             http://ijesc.org/ 

II.BACKGROUND STUDIES 

Proposed approach is based on following studies: 

To enhance the security, Wang et.al [4] receive a key ward 

wavelet change. To exp loit restriction and mult i-determination 

property of the wavelet change, Wang and Lin [5] proposed 

wavelet tree based watermarking algorithm. Tao et al. [6] set 

forward a discrete-wavelet change based different 

watermarking algorithm. The watermark is inserted into LL 

and HH subbands to enhance the strength. Luo et al. [7] 

presented a whole number wavelets based watermarking 

system to ensure the copyright of digital informat ion by using 

encryption procedure to improve the security.  Yuan et al. [8] 

proposed a whole number wavelet based multip le logos 

watermarking plan. The watermark is permuted modify ing so 

as to utilize Arnold change and is installed the coefficients of 

the HH and LL subbands set forward a DWT based visually 

impaired watermarking plan by encrypting the watermark 

utilizing mayhem succession. A large portion of the 

algorithms proposed meet the indistinctness prerequisite 

effectively however vigor to distinctive image handling 

attacks is the key test and the algorithms in writing tended to 

just a subset of attacks.  G. Ramesh et. Al. [9] Image 

steganography has comprehensively making. There are in like 

manner d ifferent figuring’s making for it. For the event, the 

thought in using sound data as protection dissent in 

steganography can be brought out late appearance than image 

data. This examination contemplates the execution of 

steganography in sound data using Direct Sequence Spread 

Spectrum procedure. The Spread Spectrum framework used as 

a block of this investigation is Direct Sequence Spread 

Spectrum. A key is obliged to embed messages into upheaval, 

this key is used to convey pseudo-uproar wave. The data to be 

embedded need at first adjusted using the pseudo-hullabaloo. 

M. Agrawal and P. Mishra [10] prescribed that Steganography 

is the science and specialty of covering that a correspondence 

is happened. It embeds the arranged record (sound or 

substance or image) in other transporter archive. Content in 

image steganography is measured in this work.  Ying et. Al. 

[11] states that the issue of uprooting outwardly weakened 

data that is introduced more than a wide band in a reach 

(change) region of a propelled  medium (sound, image and 

feature). Th is develops a novel mult icarrier imprint iterat ive 

all around least squares (M-IGLS) focus framework to chase 

down unidentified in formation concealed in hosts by method 

for multicarrier spread-reach embedding. Neither the first host 

nor the embedding’s bearers are ordinary open. Exploratory 

studies on images exhib it that the made figuring can 

accomplish recovery probability of slip close to what may be 

refined with host autocorrelation cross section and known 

embedding’s bearers. 

 

III.PRO POSED WO RK 

In the project we have taken 2 images i.e. first image or cover 

image and second image or secret image. Fo llowing steps are 

processed to accomplish this project: 

 Step 1: Firstly we have taken a text message and 

encrypted it using vernam cipher then we will load cover 

image and then this encrypted text to be inserted in cover 

image using LSB method. Now this cover image in which text 

is loaded will now be pixel based scrambled.  

 Step 2: On the other hand for second image we will 

find the edges of that image using BFO i.e. bacterial fo raging 

algorithm. Then we will embed the cover image which is pixel 

based shuffled on the edges of second image and hence we 

will get the embedded image. 

 

IV. BFO- Bacterial Foraging Optimization  

Bacterial forag ing algorithm endeavors to display the 

individual and gathering conduct of E.Coli microscopic 

organisms as a circulated advancement process. [14] During 

foraging of the genuine microorganisms, headway is 

accomplished by an arrangement of ductile flagella. Flagella 

encourage an E.coli bacterium to tumble or swim, which are 

two essential operations performed by a bacterium at the 

season of scrounging. When they pivot the flagella in the 

clockwise heading, every flagellum pulls on the cell. Those 

outcomes in the moving of flagella can freely prompting 

tumbling of microscopic organisms. In a rich medium the 

bacterium tumbles less number of times, while in a hurtful 

spot, it tumbles every now and again to locate a supplement 

angle. Moving the flagella in the counter clockwise heading 

helps the bacterium to swim at a quick rate. BFA imitates the 

four important components saw in a genuine bacterial 

framework in part icular; A) chemotaxis, B) swarming, C) 

multip licat ion, and D) disposal dispersal. 

 

A. Chemotaxis 

Chemotaxis is an imperat ive stride in the bacterial rummaging 

process. The heading of development of bacterium is chosen 

relying on the turn of the flagella. Every bacterium chooses 

whether it ought to swim (move in a predefined course) or 

tumble (move in an inside and out various direction). 

 

B. Swarming  

In this progression, the bacterium that has sought an ideal 

way, flags other microscopic organisms with the goal that they 

can together achieve the coveted ideal way quickly. As every 

bacterium moves, it d ischarges an attractant to flag other 

microscopic organisms to swarm towards it. Likewise, every 

bacterium d ischarges anti-agents to caution other microscopic 

organisms by keeping a protected separation from them.  

 

 
Fig .1: BFO-Bacterial Forgaing Optimizat ion 

 

 
Fig .2: Pixel based shuffling  

 

C. Reproduction 

After c N chemotactic steps, a proliferation step is taken. Give 

re N a chance to be the quantity of generation ventures to be 

taken. Let S is thought to be a positive considerably whole 

number such that be the quantity of populace individuals who 

have had adequate supplements so they will imitate (split in 

two) without any mutations. 
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D.  Elimination Dispersal 

This progression manages the number of inhabitants in 

microorganis ms by dispensing with the microscopic 

organisms that area in low supplement or toxic areas. 

Dispersal then again finds the microscopic organisms in new 

areas, which may stay unexplored with predetermined number 

of bacteria taken. 

Step 3: Then in order to optimize our result we will now 

calculate  

1. PSNR - cover image versus embedded image  

2. NC - cover image versus embedded image 

Step 4: And lastly the reverse of the complete process will 

happen that is extraction of cover image from embedded 

image. 

Dig ital watermarking is one of the best answers for avert illicit 

replicat ing, altering and redistributing interactive media 

informat ion. Encryption of mixed media items keeps an 

interloper from getting to the substance without an appropriate 

unencrypting key. In any case, once the information is 

unencrypted, it can be copied and circulated wrongfully. 

Copyright security, information confirmat ion, incognito 

correspondence and substance distinguishing proof can be 

accomplished by advanced watermarking. Advanced 

watermarking is a strategy to insert copyright or other data 

into the fundamental information. The inserted information 

ought to keep up the nature of the host signal. A digital 

watermark is an example of bits embedded into an advanced 

image, sound and video record that distinguishes the 

document's copyright data. The bits speaking to the waterma rk 

must be scattered all through the document in a manner that 

they can't be recognized and controlled.  

 

V.RESULTS 

Results of our proposed technology will be like following 

below figures:  

Run the Matlab platform and init ialize the project.  

Despite the way that the sender softens the encryption up the 

wake of tolerat ing the photo from the proprietor, the 

noticeable and impalpable steganography will secure the 

obligation regarding particular image from the sender [18]. In 

this way the outcome will be the considerable security of the 

photo as appeared by fig .3 to fig .4. Fig .3 presents the 

sample image to be secured. Subscribers around the globe get 

standard antivirus upgrades that shield them from the new 

infection. The accomplishment of the digital safe framework 

relies on upon the capacity of the infection examination 

machine to identify new and creative infection strains. By 

always breaking down and observing the infections found in 

the wild, it ought to be conceivable to persistently overhaul 

the digital invulnerable programming to stay aware of the 

threat. 

 
Fig .3: Sample files to be cover and scrambled image  

 

 
Fig .4: Watermarked image of o rig inal image  

 

Table I: Performance evaluation 

Parameters Values 

NC 0.9740 

PSNR 20.9933 

 

 
Fig.5: Extracted original image 

 

VI.CO NCLUSIONS 

In this day and age, we frequently listen a well-known term 

"Hacking". Hacking is only an unapproved access of 

informat ion which can be gathered at the season of 

informat ion transmission. Concerning steganography, 

Steganography alongside Cryptography might be a portion 

without bounds answer for this aforementioned issue. The 

most critical utilization of steganography strategies will 

presumably be ly ing in the field of advanced watermarking. 

New calculat ions continue rising provoked by the execution of 

their precursors (spatial area techniques), by the fast 

improvement of data innovation and by the requirement for an 

upgraded security framework. The revelation of the LSB 

implanting instrument is really a major accomplishment.  

 

VII. Acknowledgment 

The authors convey their heartfelt thanks to  (), Principal, 

COLLEGE NAME and (), Director Cloud Com puting Group, 

for providing them the required facilities to complete the 

project successfully. This paper is used to carry out research 

work about to optimize power output from panel depends 

upon both irradiance and temperature.  

 

VIII. References 

[1]. Davis, R., “The Data Encryption Standard in 

Perspective,” Proceeding of Communication Society 

magazine, IEEE, Volume 16 No 6, pp. 5-6, Nov. 1978.  



International Journal of Engineering Science  and Computing, August 2016           2915                                                             http://ijesc.org/ 

 

[2]. Gurjeevan Singh, Ashwani Kumar Singla, K.S.Sandha 

“Performance Evaluation of Symmetric Cryptography 

Algorithms,” International Journal of Electronics and 

Communicat ion Technology Volume 2 Issue 3, September 

2011.  

 

[3]. Pratap Chnadra Mandal “Superiority of Blow fish 

Algorithm,” International Journal Of Advanced Research in 

Computers Science and Software Engineering Vol 2 Issue 9, 

September 2012. 

  

[4]. L.Xie, S.Wang, L.Gan, L.Zhang, and Z.Shu, “A class of 

authentication digital watermarks for secure mult imedia 

communicat ion IEEE Transactions on Image Processing, 

Vol.10, No.11, pp.1754-1764. 

 

[5]. S.H.Wang , and Y.P.Lin, “Wavelet Tree quantization for 

copyright protection for watermarking”, IEEE Trans. Image 

Process, pp.154-165, 2002. 

 

[6]. P.Tao, and A.M.Eskicioglu, “A robust multiple 

watermarking scheme in the discrete wavelet transform 

domain”, Proceedings of the SPIE, Vol.5601, pp.133 -144, 

2004. 

 

[7]. Y.Luo, L.Z.Cheng, B.Chen, and Y.Wu, “Study on digital 

elevation mode data watermark v ia integer wavelets”, Journal 

of software, 16(6), pp.1096-1103, 2005  

 

[8]. Yuan Yuan, Decai Huang, and Duanyang Liu, An Integer 

Wavelet Based Multiple Logo-watermarking Scheme. In 

IEEE, Vol.2 pp.175-179, 2006. 

 

[9]. E. Thambiraja, G.Ramesh, Dr. R. Umarani, “A survey on 

various most common encryption techniques,” International 

Journal of Advanced Research in Computer Science and 

Software Engineering, Vol 2, Issue 7, Ju ly 2012.  

 

[10].  Monika Agrawal, Pradeep Mishra,” A Comparat ive 

Survey on Symmetric Key Encryption Techniques,” 

International Journal on Computer Science and Engineering 

(IJCSE), Vol. 4 No. 05 May 2012, PP877-882.  

 

[11]. Jin Gong ,Wenyi Liu, Huixin Zhang “Multiple Lookup 

Table- Based AES Encryption Algorithm Implementation” 

Elseveir- 2012 vo l.25 pg no.842 – 847.  

 

[12]. Biham, Eli and Adi Shamir, Differential Cryptanalysis of 

the Data Encryption Standard, Springer Verlag, 1993.  

 

[13]. National Institute of Standards and Technology, “Federal 

Information Processing Standards Publication 197”, 2001  

  

[14]. Jin Gong, Wenyi Liu, Huixin Zhang “Multiple Lookup 

Table- Based AES Encryption Algorithm Implementation” 

Elseveir- vo l.25 pg no.842 – 847, 2012 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


